#E(E LRI R A
FATEHFILEITAE V4.3

HEA R 20RO

BEE 4.3

ExBEH 2026-06-15




Huazhu Security Response Center

@ RSN

JAS BiTRES RHEAM
V3.0 BT, EHEMERRE, 2019-10-9
V4.0 FHLIARABRIE A AR SIEAHN 2022-08-30
(% A KR )
i [SEE] RREEIN
V4.0 EH R AR S BIRREIRRIE MR LR 2022-10-10
(ER) | @, @ [SE) BRI,
V4. T FREANTE A 2025-03-05
V4.2 MUEDATERNTE B o 2025-06-24
V4.3 BTN TEIRE o 2026-06-15




Huazhu Security Response Center

@ R LML

FENE

#HEiFZ L[ A0 (https://sec.huazhu.com) 2 B TR EF 18 55 %0 K & D

N

BIR, REEERAFPUATER “BAFR" ER%ZE, MERSYREICEE. i

(NS

MBENARREEEQEIN, WiBED B (hsrc@hworld.com)BI7E = a FAl

Rz o

1& FE 58

KIEERTFREBEEZ2MNFOFS (https://sec.huazhu.com)FrEI4E

FHEXNZE2RERZEER

SL1itE B 38

A#MER 2019 £ 10 B 9 HEIENLHE,



Huazhu Security Response Center

@ BRI

—. EAXFRN

1) HFFEFENESmMVSHNRERE, HFKE, B—URSEERRN
BB EARTRHE . DNLE, ARNSFEEHNS,

2) BMEFEEANRRIKEMLGEIR, HERENTEMAKRT “EEEH,
RIFAFPRA s, BPEERAZREENZSER, RINSEFREMER,

3) BHAIHE—TIRRNHAED, FRZREREHFTER, IREMBFF =
EBETH, SREARTIARIARYS RS . BRAFPLE. BRER
. BRADEIIRATE LIRS

4) BITAABINRZERENLEMBNZE2TVRES, #BEAF VRS
HEEE, FEEW ., Z220F .. Z2HARNLERRE—ERIMA “S/ERX

WRRKE" SRR, —RARRRSBERNERNAREMNE.
=, WR/RERRESLERE

1) MIRENR: RERSEFNTEEREMNAOFES
( https://sec.huazhu.com ) (LAT4FR “IBEFE " )VBIULKS

2) REMKR: REEBRIBETS, BRBXERMIRE: BREEZH).

3) REMER: —MIEAA, TEARSHIAKEIRREHIRH IR TTE 8 R
(RZ: WREEZP), EATEERIEARLEEDR, SHECHITS K

& BHRIANERR). HENSREERERIA, BIREEFLUDE,



@ LRI
Huazhu Security Response Center

4)

—

1)

BEMR: #HRERE, WSHMIEERBHLZAEH LL, BENEIR
RIERTFEREREEREME, —RKH, ™ERRE 24 NHA, S5
=ANTHERR, FXEENTIERR . EFimERZRALMIRE, EE6
EREEIRIERBE . $H3ER, BTHEROMBAZENHNERE, BELHEIA
BERLLRRNEHSREK, B4R RHERIESIREREE

ST ER: STRAERE, EMAERT, REETLETNRES, REETE

SROEEEFREMN P OFE R ERILm o

RERETFDRE

HNFEEANFRIREMLGELERE, HERENTEUERT “"BEEH”,
RIFAFPFA s, SHEEREARERENTEER, RNSEFRENE
iR o

HMNEE—OERURAED, FARSRREETELR . REAFFZ
EETH, SREARTAARIARYS RS . BRAFPLE. BRER

. BRADEITRATE RS

RRACESESR
b | ®E g 173
FIEE
HEEWS 3001-6000 1001-3000 201-1000 1-200




@ LRI
Huazhu Security Response Center

&M

&M

&M

&M

3.1 IEREEFH

[FE]

RESZEEXTENA, MARENROWVS/MZORSS . £ ERPH

RENTENREE,

BFEERET:

1) EFUSERSGTERNZEIRITHRIE, 8FERRTKRS . XOATENZETE

B, W ERKFER. FREKFEBEN. FERKFESHE . XX

HEBERRE .

2) FENSRERME, 8FEARRTZO DBEZ . AP . XZEX)HN SQL

EA, IRBRAEROAFPHNSMER. ITRER . RITRERFEOEE

SIENSRERIME .

mE— ERANASSRWSRANRS S ERES, FEMELELRK. RS

an X FRAIZEIF XL

BFEERET:




1) BEERBIZORSHENRNRRE, SFERRTERABHIT. mREGISH
7. L& WebShell Hul#117. SQL FAKRBRESARNE . RHXigEt (6
FEAFBEN ActiveX EMXigmH)E,

2) EEHRHMBEERME, 8FENMRTIEZL DB SQL FA . RRABE
GEitR . RS[|AEMNBREXEAI . #Bah APl FAHE. BHEESD
A5 ENSURERILE,

3) MREREENILE, 8FEENMUIRTEIANIERFNEERS . ERHE
1. KBAEAMEXERITE,.

4) HANGURIRIE . BIF ERRTRSHENENEZEER (HTITREBRIE.
EEVSEEBNERNEZNENITA

5) ¥MALEREZEE, ERNARENNRR, SIFEERRTLARELRSSE,

6) BEIEFFRBEFZOWSZANRRRE, SFEARRT LR BT H

TRESE .
[F1E]

AR AEFEENENEARIEERN, BEASIERMERIETE, SEAMN

HEYRPFHAERERBINSREIRE .
BFEERET:

1) BEEERMLE, 8FRERAETESHRERNTEBALIMEE,

2) BEEMURE, SFEEAMRTAEBNERENRSIA,



3) BRELUXMAFFERLENRE, 8FEAMIRTF—RIANGFMHEE
XSS. B8RSR CORS/JSONP Big##F

4) ELRS TR BIFERIRTSEM LN FHELRS FIEKF NI ELE
RS IRIE -

5) WMEEEH SSRF (true/false) . dnslog iERBEKRAINEY SSRF &

6) AMREFNSRANEZAERREEREERFIA,

[1EE]
RREASEERENTN, EBZE Bug NEAERE, REEAABAEA=E B

FEUARSZEIBENRI
BIFERRET:

1) BMERME, SFEERRTILEFARN swagger tME . TERERH
springboot ¥, SVN ERiltE . PHPinfo &,

2) AERISZONEERIFEESRERNIEH NEF BN TE

3) HIERMERE, BFEEFRRTFRERERR (RSREXANAEET 50 &) .
BRAFXESR . AFPKSERRNEHE (KIHWEEER) .

4) AMIEHLRS, SIFERRTZFEHAMIES RS (BTSRRI . MEHD
WFEERAER), B Android EHXIRRE . EiEN AR FNRS| AR
F,

5) ZERBLLBRNNIFERE. SFEEARNRTEUF B SQLEAR. AI5/E
EBANF AN REE XSS, B—EF MK CSRF. TXREM URL 2Bk

I o



SRR

Huazhu Security Response Center

[X]

1)

REEH, BFEERRTFEMBEFRERINERE. RHBR2 ARKIK
i . WS RRHITERRAERE o

AFRNVREIE . ERIAREHENE=FET, FHINE=FRMUEIFN
INER . IMERARE,;

RERZLEIMY Bug, SBIFERNIRFF=RINAEIRME . MIELS . #XR
il BSXHERER . NAFRASMSIER,

TENRNRER, SFERMUIRTRFE/FHNSKE. SPF #i4HKmIE .
Self-XSS. THURIRIER CSRF. TRXHNEREERMR. AWK P st/
HEitRE,

A EEREFRFENEMEE, 8FENMRTFREHAEICATHIE

&, I RRM dnslog EIE R log4j/fastjson <L HITIRIE -

6) REWIBERMRE. SR/ EE/SE key iR, pdf 3IEH xss F,
N, Z2ERTESIRE
B RE
=R B g &
L Fith 43
LEBR 3001-6000 1001-3000 201-1000 1-200
&M EM EM E™




@ LRI
Huazhu Security Response Center

4,1 B2BERRPRE

[FE]
1) #%OWSESERSGE. EFERDPLAMEPNAEER. 1 AN, ROEFRS

4)

1)

AR ROBRENEES

O SEREARLINBBMEALREN TR, 11 AMEEIEDF,
AMEFRESMBEARIEELBTHNER. 1: AFPER. RIER. 1T
BER. REMERSE,

RRABFERRAFH Oday KiEIEHK -

sl

FZOWSREFENARLER

2) MEAANANIR., FaFRMH=ETANIA, M: FFRRETIESE,

3) AEBHEMIRER, W ERAFHEHIHHESRSE,

4) TRBERELR, 1 IMBX~aSERE, NEFTSENEAF
EFo

[FE]

1)

2)

—RXRR SR, 1 NESRIE., WSRANSRE . =R amRIER

&
<3 o

WMEAANANIR., ¥4, W: 35IRS,

10



@ LRI
Huazhu Security Response Center

3) FMBNRERARWESE,
[1EE]

1) BMAREMER . SIEFEEARRTRMERBERAR. 24, MIE., s,
EHEREER .. RKNKEERE. FRANITAEMFS . ERNEXEMmE.
TIWESE,

2) ERRMWESZLEE, 0: HETRKFS,
4.2 1BiRsTEMRE

HFBIRNTEESBRNIMEGEEZNEMN, Bt EIRBRONMESHTE
REBEMEZS , BRTBUENINSGEBRNSI T EHRTER  £EL2
RAROSRFEREBRNTEES L 0-10 2RTEE, (N ERE—SEHAIER

BRI
BRERXBREIE:

1) WEENARBARNGER, LNBHER . KRS, [NEESF,
2) REBENBRER, FmeEtSAO, REiIE

3) WEEERE, WiMRELZEREFE, MEERNLERRES

[EHER] TRREMERERE: #1R. TRXIREREERTEZBEF B
HORLAMER, BIan:

1) EREREESETEEENBERER



2) R EIRAIEEEN . RIENFIsAVEIREE, ERBHEMBEYEE
3) EREANHOEEENIEVSANEREHNERIT

4) EIRETH . BREBIEMER -

A. RRhEELGERE

ERRE
B HE &
 Zper
eSS 1001-3000 £ | 201-1000 &M  1-200 £

5.1 1 ED5EE

1) XPRFAEE= APP NF;
2) APP MNIER APP NATHIAEEMAEE 5 RE#TIRE, H iz APP BEl
A HTAR AR ;

3) AERELEEMEARNMHRANBHE=SBTRELEMAGERNRE.
SDK S EAMANAIARS, SHARE AR FIRAEARSS B B 5 M ;
4) REF, FUEH APP BXIRAEERAMNATG, FHiRAIRFAKIER

REERE, SECEEARE. AR%. BEOGR;

5) MHLERIBFEE—ITEIRER SRC, EEXMIMAFRNEMKIE A EWBCEER ;



@ LRI
Huazhu Security Response Center

6)

E— APP,E—%E X, 3T EHREMBIEFRNARREBRIABRARR,
AR R RBISA TR,
REVH, BAEAFRENREXTEERMRRETATERIER

BIRRAE=F, FMNEREERFRERHURERERSERNNF;

BXERENSE .
TIWHESHE (XTHEARKEHR APP RERFNGEMERTHINE

i) (TEEMEER [(2020] 164 5)

XFEE (ERRBEBHERMNAEFLENAGECENE) 8@
MERER( App IBESEMKEFER N ABRITAAELENEEH#F(2019]
191 5)

LEERZEMEURARZERS (NERSINELRIS— B B MM A

A0

R (App) TAGRRFERRREELGEERE)
LEERRZEMEURARZERS (B BEEMNARERF (APP) RFENIRER
iSfERER)

(PEARENETAEERFRIFIE)

(PMABRZ2ME) (GB/T 35273-2020)

5.2 BRERXNEE

RIFRAREAMMEZRZE . KIEESHE, BREAREOASLIFRE. H

feimR R BRI o

sl



Huazhu Security Response Center

@ R LML

1) WREFMEKXR, SEXEZENFERTEFRR, FIABINHHR . BREARNR

It

E, RRHESRBESHAANEENFESZIERE,
2) BETWER, FE-ENEANREAEBAMNIEE, siEXSERRAD

AT LUR AT A o

[#E]

1) WEZWRX, RERHEETESEAFKRIF. KENREIREZMN;
2) —RBERT, ZEXIRBTHEENMELBHIRERR, AFZ R

AFERMAIALI .

[EE]

1) EREgmN, RREMESR £ AR ;

2) —RBERT, ZEXABAFTERAFERMATULI

[%]

1) B “IFERREARD " SHHREERSNTRRERBCEER;
2) REHBLREZSKNABRE, REEEFEXINERFEETRNNA, ERE

R iR RUWKEEER -



0

o
/\~

1)

EERSIRID
D FREANTE IR

IO REN TN ERE EF A R RN EER XL SHEZNRR/ %
215k, ERE/MBRRCETRIIAFH, Rito,
FA—RERERNSNER, URSRIRREEMRERT, HEILH—T,
AETFE—FER, EBTR—RGHE—XEFR/FABFREUNSN
wE, R NREEE, f131: B—WmRSNMEOFE SQLEA, B—
RENZS M EEMER=RE,

UzeNRAED, AAREHFTIRERFPAZE. KNS EREEE. B
AT BRAPHESTAN, BAHD, AREEREMNHOERE
KEUH—SIERITEIRIRF] o

BB T IRGEUEB MRS R .
E—RE/EREEERRN, EEZ2WN O URERZEBMRIE.
BN BAREE NE—RIME

HRE/MBRNRLESHBENN., AAEZEERZINEEZEERIR
Eo

BT BRI, RESMIELXBHBRAITS .
ANBTHERZ2BPRRZESHBEROAT D, BNEEREMNFOE
REREUHE— S ERITHINA,



EER MR T

Huazhu Security Response Center

t. PMAZERmMATS

Z2ER L1 L2 L3
RORR | KFETF20 | XKFEF30 | KFFTF 60
ELIRHE | EL1KER | EL2KER
PENEE:
=4 H]ESES gHERUL | EERRUL | AEB/ERUL
ELARZEH | ELXRZEH | XEEHTE
HEREK
1TE= T8 —
FEMNBEFL @R 2000 Jo 4000 7o 6000 JT
RERN BFREILER | BFREILER | BFREILED

ULEHRSITRBEAZE, UETNMELREMEXL, EAZELHEE
REEMAR, WEREHZR, EEERIEHIHE %, RRBRIRXREN
BHERIE, 2 AMMRBARSRBENTERBRERERN, ZERNARHESIR
%,

1. KRB “L1” RRRLERRS, EHINPESEF, BRROFRFESE
3 NMBHPBEULRERE, FEEISINNITESERNARSHHTERS
SEREDA 20 3, HETRTEESEFRHE<3,;

2. FB L2” RHBRLLERRS, EHANITESZEFR, RROBRFAE
PE 1 AERHEREULRRE, HEESINTESERDARGHHATE
ROBEZEDLR 30 7, HAFESEFHE<2;

3. B ‘L3 LB ERLLERRS, EHANITESZEHR, RRPBRFE

LB 2 TERIABRELULFR, FEEZNITEEERNARSHHTE



@ EER LM
ROBEEDLA 60 2, HERIRESEGRHEZE—;

4. FSEEILREA SN AREENRE—X,
N RERBURN

FARE: XmfEREma#k, 1 £M=1RMB, RoKERFE/BIRITD T
PHENNBERBITERSEH . ROASEH, RS TRA BPTAITHK,
FNESHLRBTERBRESE—FE, IR BRERERFTENAGREEILEAEE
REARN, BIEETHEAR, ELARBEENALE., REATBBERA

ARATTIERRSHHNXRBRIAR/AER, EELR2WNHOREEBERE,

REERR I : RER MNP O REREITIRERER, KBRINTERRM . XITF
MERSNIFRE/MER, BIBABEINCE . BARKEMNSEEDIAAR

SNERNAM, KMnERILEEELIENASENE,

BAIREE: WTHEERT, BERNSBFARRFE. RREACHARRISHNRS

AT .

N FBRDE

ARE/MBRCESEFR, MRREETLERE . FTLEERNUN, AEIU
THREREEZEZMN A OTIEAR:

(1) L Lmp O https://security.huazhu.com ) AL 2R EMIERR

=]
[==]

[l

e

[l

o



EER MR T

Huazhu Security Response Center

(2) BpfEHEdt: hsrc@hworld.com.,

HEZEMNPOBRBIREEF 2 AANENLE, BENSSIAMIZEA

THEHE



